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PRIVACY POLICY
BLACKHUB GAMES - FZCO

This Privacy Policy (hereinafter referred to as the "Privacy Policy” or "Policy") sets out the terms and
conditions for the processing of personal data by BLACKHUB GAMES - FZCO (Address: DSO-IFZA,
IFZA Properties, Dubai Silicon Oasis, registration number: DSO-FZCO-40614).

Use of the Resources specified in this Policy, as well as the Black Russia online game (collectively
referred to as the "Resources”) implies the User's consent to this Policy and the terms and conditions for the
processing of personal data. If the User does not agree with the terms of the Policy, they must stop using the
Resources and the services available through them (hereinafter referred to as the "Services").

1. GENERAL PROVISIONS

1.1. This Policy regulates any type of processing of personal data and personal information about Users
of the Resources, including any actions (operations) or set of actions (operations) performed with or without the
use of automation tools with personal data, including the collection, recording, systematization, accumulation,
storage, clarification (updating, modification), extraction, use, transfer (distribution, provision, access),
depersonalization, blocking, deletion, and destruction of personal data.

1.2.  Within the framework of this Policy, the User's personal information is understood to mean:

1.2.1. Personal information that the User provides about themselves independently in the process of using
the Services of the Resources.

1.2.2. Data that is automatically transmitted to the Resource Services during their use by means of
software installed on the User's device, including IP address, cookie data, information about the User's browser
(or other program used to access the services), technical characteristics of the equipment and software used by
the User, the date and time of access to the services, the addresses of the requested pages, and other similar
information.

1.3. The purpose of this Policy is to ensure the protection of human and civil rights and freedoms when
processing personal data, including the protection of the rights to privacy, personal and family secrets, and the
protection of information from unauthorized access and disclosure.

1.4. All personal data collected during visits to the Resources is used by the Company only for the
purposes specified in this Policy, as well as to improve the quality of the Resources as a whole or to process
User requests.

1.5. The collection and processing of personal data of visitors to the Resources is carried out in strict
accordance with UAE legislation on the protection of personal data (UAE Federal Law No. 45 of 2021 on the
protection of personal data).

1.6. The Company is not responsible for third-party websites that the User may access via links
available on the Company's Resources.

2. KEY TERMS
2.1. Cookies — a small piece of data sent by a web server and stored on the User's device.
2.2.  Account — a User account created on the Company's Resources, which is used to access the Game
and Services.
2.3. Game — software called "BLACK RUSSIA," designed to be installed and used on Devices.

2.4. Resources — locations where the Policy is posted:
https://blackrussia.online
https://blackrussia.online/donate
* https://[forum.blackrussia.online/
* https://forum.blackrussia.online/register/
» Black Russia game
The Resources also include other products and applications (including support applications and forums)
related to the Black Russia Game, which contain a link to this Policy.
2.5. Personal data processing is any action (operation) or set of actions, performed with or without the
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use of automation tools, involving personal data, including collection, recording, systematization, accumulation,
storage, clarification, retrieval, use, transfer (distribution, provision, access), depersonalization, blocking,
deletion, and destruction of personal data.

2.6. Personal data operator — a legal entity or individual that processes personal data. When the User
receives services, the Company becomes the operator of the Users' personal data.

2.7. Personal data is any information relating directly or indirectly to a specific or identifiable User of
the Resources and/or the Game.

2.8. User — any visitor to the Company's Resources.

2.9. Services — interactive (dialog) software components on the pages of the Resources specified in
clause 2.4. of the Policy, which are used for integration with information systems and provide users of the
Resources with certain opportunities to access information on them.

2.10. Device — any technical device that allows the use of the Resources and the Game in accordance
with its functional purpose.

3. PURPOSES OF PERSONAL DATA PROCESSING

3.1. The Company processes personal data in order to fulfill its obligations to Users in connection with
the use of the Company's Resources and the Services posted on them. Viewing the Resources does not require
the mandatory provision of personal information and personal data; however, without providing contact
information, visitors to the Resources will not be able to receive information addressed to them and receive
certain services provided by the Company.

3.2.  The Company may use personal information for the following purposes:

3.2.1. To identify a person as a User of the Resources;

3.2.2. To create a convenient environment on the Resources;

3.2.3. To improve the quality of services provided by the Company;

3.2.4. To communicate with the User in the process of providing services and sending them notifications
and information about services, as well as to provide answers to Users' questions;

3.2.5. To conduct statistical and analytical research in the field of advertising and traffic on the Resources
based on anonymized personal information.

3.2.6. When creating an account on the Resources and/or on any server associated with them and
managing it;

3.2.7. When participating in testing additional game services and/or updates to the Service (if applicable);

3.2.8. When participating in in-game promotions, competitions, and other similar events;

3.2.9. When sending requests, letters, or other types of communications to the Service administration;

3.2.10. When using additional, special services within the Game.

4, COLLECTION OF PERSONAL DATA

4.1. The processing of Users' personal data is carried out only with their consent. Users provide
personal data about themselves independently, of their own free will and in their own interest when filling out
forms on the Company's Resources.

4.2. Personal data may also include additional data that Users provide at the request of the Company
when necessary for the Company to fulfill its obligations to Users, or at their own discretion. The goal is to
ensure that the stored data about Users is accurate and up-to-date.

4.3. The Company will endeavor to update information in a timely manner and not store data longer
than necessary.

4.4. The Company does not verify the accuracy of the personal information provided by Users, but
assumes that the User provides accurate and sufficient personal information and keeps this information up to
date.

4.5.  Users may change (update, supplement) the personal information provided or part thereof at any
time by sending a written request to the following email address: support_br@blackhub.games.

4.6. Users always have the right to request the removal of their personal data from the Company's
databases. The Company shall delete the relevant personal data no later than 10 (ten) days from the date of
receipt of the User's request at in accordance with the procedure set forth in this Policy.

4.7. The Company does not process biometric data, as well as information relating to race, nationality,
political views, religious or philosophical beliefs, the intimate life of personal data subjects, or information
about criminal convictions.

4.8. The Company may collect certain data (e.g., IP address, username, game actions) to detect,
investigate, and prevent fraudulent activities, violations of the Game rules, and terms of the user agreement.
Such data is used exclusively for the specified purposes and is deleted within the time limits established by
internal regulations, unless otherwise required to prove the fact of a violation within the statute of limitations.
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5. PRINCIPLES OF PERSONAL DATA PROCESSING
5.1. The company processes personal data based on the following principles:

o personal data is processed on a lawful and fair basis;

o the processing of personal data is limited to the achievement of specific, predefined, and
legitimate purposes;

e processing of personal data incompatible with the purposes of collecting personal data is not
permitted,;

e it is not permitted to combine databases containing personal data that are processed for
incompatible purposes;

o only personal data that meets the purposes of its processing shall be processed;

¢ the content and scope of the personal data processed shall correspond to the stated purposes of
processing. The processing of personal data shall not be excessive in relation to the stated
purposes of processing;

¢ when processing personal data, the accuracy and adequacy of personal data shall be ensured
and, where necessary, its relevance to the purposes of processing personal data; the necessary
measures shall be taken to delete or correct incomplete or inaccurate personal data;

o Personal data shall be stored in a form that allows the identification of the data subject for no
longer than is necessary for the purposes of processing personal data, unless the storage period
for personal data is established by federal law, consent to processing, or a contract to which
the data subject is a party, beneficiary, or guarantor.

o processed personal data shall be destroyed upon achievement of the purposes of processing or in
the event that the need to achieve these purposes ceases to exist, unless otherwise provided by
federal law;

o the processing of personal data shall not be used for the purpose of causing property and/or
moral damage to the subjects of personal data, or hindering the exercise of their rights and
freedoms.

6. STORAGE AND USE OF PERSONAL DATA

6.1. All personal data that Users provide to the Company when visiting the Resources will be stored on
a specially protected server and processed using automated systems, except in cases where non-automated
processing of personal data is necessary to comply with legal requirements or to provide services.

6.2. The Company takes all technical, organizational, and legal measures, including, if necessary,
encryption, to protect Users' personal data from any unauthorized access or alteration.

6.3. Users' personal data is stored in the Russian Federation.

6.4. Personal data and information about Users will be stored for the period necessary to fulfill the
purposes for which they were provided, except in cases where a longer period of data and information storage is
required by law.

6.5. Company employees have access to Users' personal data only to the extent necessary for them to
perform their job duties related to the provision of services. At the same time, all rules for working with
personal data are strictly observed by the Company.

6.6. The Company maintains the confidentiality of Users' personal data, except in cases where Users
themselves provide information about themselves for access by third parties.

6.7. The Company cares about data security in order to prevent unauthorized access to it by other
persons.

7. TRANSFER AND PROCESSING OF PERSONAL DATA
7.1. The Company processes Users' personal data and may transfer it to third parties for the purposes of
fulfilling the terms of the agreement, complying with legal obligations, and realizing the Company's legitimate
interests, except in cases expressly provided for by the legislation of the Russian Federation.
7.2. The transfer of the User's personal data to third parties is carried out in the following cases:
e Advertising partners and partners evaluating advertising effectiveness: for targeting, providing, and
evaluating advertising, as well as for providing the User with relevant information.
e Data storage partners: for storing data on third-party servers.
e Software providers: for the proper provision of the Company's Resources (for example, for conducting
in-game surveys).
e Research partners: for conducting marketing and other research, game statistics and other data are
transferred, usually in an anonymized form.
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e Customer support partners: data provided by the User when submitting a request is transferred for the

provision of support services.

¢ As part of publicly available information: information posted by the User on forums, chats, and message

boards.

¢ To external moderators and testers: to improve the quality of the Resources, the IP address, nickname,

and support service request data may be provided.

o To logistics partners: postal addresses and other necessary data are transferred for the purpose of

organizing trips and providing prizes.

e Government agencies and auditors: data is subject to disclosure in accordance with the law.

¢ To subsidiaries and affiliates of the Company: data is transferred to affiliates for processing.

e Successor in title upon transfer of control: data is disclosed in connection with the sale, merger, or other

reorganization of the Company.

e For security and enforcement purposes: data is disclosed to comply with the law, protect the rights,

property, and safety of the Company, Users, or third parties.

e For contests: data is disclosed to contest organizers and sponsors in accordance with their rules.

7.3.  The Company also has the right to disclose anonymous and aggregated data (which does not allow
the User to be identified) to advertising partners and other third parties for analysis, marketing, and
improvement of the Company's Resources.

7.4. The Company blocks the User's personal data from the moment it receives a corresponding request
from the User or an authorized body for the protection of the rights of personal data subjects, if it is found that
the personal data is inaccurate or that such data is being used for unlawful activities.

7.5. The processing of Users' personal data is carried out without any time limit by any legal means,
including collection, recording, systematization, storage, clarification, use, transfer, depersonalization, blocking,
deletion, and destruction.

7.6. In the event of loss or disclosure of personal data, the Company shall inform the User of the loss or
disclosure of personal data.

7.7. The Company takes the necessary organizational and technical measures to protect Users' personal
information from unauthorized or accidental access, destruction, alteration, blocking, copying, distribution, and
other unlawful actions by third parties.

7.8. The Company, together with the User, shall take all necessary measures to prevent losses or other
negative consequences caused by the loss or disclosure of their personal data.

8. RIGHTS AND OBLIGATIONS OF THE PARTIES

8.1. Users are obliged to:

8.1.1. Provide personal data necessary for using Resources.

8.1.2. Update and supplement the personal data provided in the event of changes to this information.

8.2. Users have the right to:

8.2.1. access their personal data;

8.2.2. to clarify personal data;

8.2.3. to block and delete personal data;

8.2.4. to appeal against the actions or inaction of the Company;

8.2.5. to appeal decisions made based solely on automated processing of your personal data;

8.2.6. to withdraw consent to the processing of personal data;

8.2.7. to exercise other rights of a personal data subject in accordance with the Personal Data Law.

8.3.  The Company is obliged to:

8.3.1. Use the information received solely for the purposes specified in this Policy.

8.3.2. Ensure that confidential information is kept secret, not disclosed without the prior written consent
of Users, and not sold, exchanged, published, or disclosed in any other way, except as provided for in this
Policy.

8.3.3. Block personal data relating to the relevant User from the moment of their request or that of their
legal representative or authorized body for the protection of the rights of personal data subjects for the period of
verification in the event of the discovery of inaccurate personal data or unlawful actions.

9. PERSONAL DATA PROTECTION
9.1. The Company takes necessary and sufficient measures to protect the personal data of Users,
including legal, organizational, administrative, technical, and physical measures — in accordance with UAE
Federal Law No. 45 of 2021 on the protection of personal data in order to ensure the protection of the User's
personal data from unlawful or accidental access, destruction, alteration, blocking, copying, distribution, and
other unlawful actions by third parties. Data security is implemented by means of network protection software.
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9.2. The Company guarantees the security of Users' personal data only when using the Resources.

9.3. The Company notes that it does not control and is not responsible for third-party websites that the
User may visit via links while using the Resources or the Company's services, including social networks. Third-
party websites may collect and request other personal information from the User, as well as use it for their own
purposes. The actions of third-party websites should be governed by the rules for working with personal data of

such websites.

9.4. The Company's personal data security measures include, among others, the following:

recording the categories and list of personal data processed by the Company, the categories of
subjects whose personal data is processed, the storage periods and the procedure for
destroying such personal data;

recording the Company's machine media and information systems in which personal data is
processed;

determining the necessary level of protection for personal data processed in the Company's
personal data information systems;

identification of threats to the security of personal data when it is processed in information
systems;

determination and implementation, prior to the introduction of new personal data processing
procedures and new personal data information systems, of technical and organizational
measures to ensure the protection of personal data;

conducting and documenting an assessment of the harm that may be caused to personal data
subjects in the event of a violation of the Federal Law "On Personal Data", the ratio of the
specified harm and the measures taken by the Company;

establishing rules for access to personal data processed in information systems, as well as
ensuring the registration and recording of actions performed with personal data in information
systems;

application of information protection measures that have undergone the established conformity
assessment procedure;

detection of unauthorized access to personal data and other incidents, taking measures to
eliminate and mitigate the consequences;

restoring personal data that has been modified or destroyed as a result of unauthorized access;

monitoring and evaluating the effectiveness of measures taken to ensure the security of personal
data prior to the commissioning of the personal data information system;

conducting regular internal control/audits of the compliance of personal data processing and
security with the current legislation of the Russian Federation in the field of personal data
processing and security.

10. COLLECTION AND USE OF INFORMATION,
NOT PERSONAL

10.1. When viewing the Resources, reading texts on its pages, and downloading other information,
certain data about the computer from which Users view the Resources is automatically recorded. This
information is not personal and is collected for the purpose of anonymously counting the number of visitors to
the Resources and its individual pages, as well as determining the types of computers and software used.

10.2. Cookies are used as a tool for collecting the information specified in clause 7.1 of this Policy.

10.3. When viewing the Resources, the Company collects the following data:

The date and time of visiting the Resources;

The number of pages visited, their names, and the duration of viewing;

The name of the Internet domain and IP address assigned to the computer for Internet access;

The type of browser (e.g., Microsoft Internet Explorer, Google Chrome, Opera, Mozilla Firefox)
and operating system (e.g., Windows 7 or Mac OS);

The type of device from which the User accessed the Resources (computer, tablet, mobile
device, or other) and its model (for mobile devices);

The website(s) from which the transition to the Company's Resources was made.

11. USE OF COOKIES

11.1. The Company uses technologies such as cookies and pixel tags to facilitate the use of the
Resources and to provide Users with the most relevant content. A cookie is a small file used to store web
browsing settings. During the first visit to the Resources, this file is downloaded using a browser. The next time
you visit the Resources from the same device, your browser may check for the presence of a related cookie (i.e.,
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one containing the name of the Resource) and use the data in that cookie to send it back to the corresponding
Resource. This allows the Resources to determine that they have already been visited from that browser and, in
some cases, to change the content displayed.

11.2. The Company uses both its own cookies and third-party analytics tools to collect data on the
Resources.

11.3. Categories of cookies that may be used on the Resources:

11.3.1. Mandatory (strictly necessary) cookies. These are necessary for the Resources to function and
provide their basic features, such as page navigation, security, and access to secure areas.

11.3.2. Functional cookies. Used to remember user settings and preferences, such as the selected
interface language or region.

11.3.3. Analytical cookies. These are used to collect statistics and analyze user behavior on the
Resources in order to improve the quality of the Services. In particular, the Resources use the Yandex Metrica
web analytics service, which uses cookies to collect anonymous information about user visits and actions.

11.3.4. Marketing (advertising) cookies. These cookies are used to display relevant advertising and
evaluate the effectiveness of advertising campaigns. They can be collected by both the Company and its
partners.

11.3.5. If Users wish to change how their browser uses cookies, including blocking or deleting cookies
from the Resources, they can do so at any time using their browser settings. Instructions for managing cookies
for popular browsers are available at the following links:

e Google Chrome

e Yandex Browser

e Mozilla Firefox

o Safari

If you disable, delete, or refuse to accept cookies, some features or functions of the Resources may
become unavailable or may not work properly.

12. USER REQUESTS

12.1. Users have the right to send requests to the Company related to the use of personal data, as well as
statements of withdrawal of consent to the processing of personal data in writing to the email address specified
in section 11 of this Policy.

12.2. The request must contain the User's passport details or other identity document, and information
confirming that the Company processes the relevant personal data (for example, a link to the form filled out on
the Resources), and the signature of the User or legal representative.

12.3. The Company undertakes to review and respond within 10 (ten) days of receiving the request.

13.  FINAL PROVISIONS

13.1. In all other respects not covered by this Policy, the Company undertakes to comply with the rules
and regulations of UAE Federal Law No. 45 of 2021 on the protection of personal data.

13.2. Users agree to the provisions of this Policy if, when visiting the Company's Resources, they have
provided their personal data and information by filling out a form on the Resources.

13.3. The Company reserves the right to make any changes to the Policy at any time at its discretion in
order to further improve the system of protection against unauthorized access to personal data provided by
Users. In the event of changes to the Policy, the policy is published in the public domain on the Company's
Resources. This Policy does not apply to actions taken on third-party websites.

14. FEEDBACK

14.1. All suggestions and questions related to this Policy and/or the functioning of the Resources should
be sent to the following email address: support_br@blackhub.games.
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https://support.google.com/accounts/answer/61416?hl=ru
https://yandex.ru/support/browser/personal-data-protection/cookies.html
https://support.mozilla.org/ru/kb/block-websites-storing-cookies-site-data-firefox
https://support.apple.com/ru-ru/guide/safari/sfri11471/mac



